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Quantum networks

Quantum networks are networks connecting quantum capable devices

— Communication qubits designated to establish connections between devices
— Distributed entanglement: tightly correlated communication qubits

Benefits: scaling of quantum computation and secure communication

! — teleportation
— entanglement based QKD
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Bell pair: a pair of entangled qubits

» Fundamental resource in quantum networks
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R~B distributed between nodes R and B

+ Carry no control information
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Classical network

(N |

Source/Destination
end node

Switch

Classical channel
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Classical network Quantum network 2

Source/Destination Quantum capabl
pable
i end node end node
@ Switch E Repeater with classical
and quantum capabilities
=== C(lassical channel mes  Quantum channel

Classical channel

% Quantum source

I[Kozlowski and Wehner: NANOCOM 2019],  2[Quantum Internet Research Group: RFC 9340 2023]
4/13



Classical network Quantum network

O—0~0 OO0

5/13



Forwarding packets

{s}

(O Node
— Physical channel

Packet
513



Forwarding packets

{8} —— {sw)

(O Node
— Physical channel

Packet
5/13



Forwarding packets

{D}

{$} —— {Sw}

(O Node
— Physical channel

Packet
5/13



Distributing Bell pairs

OO0

(O Node
— Physical channel

@0 Bell pair

5/13



Distributing Bell pairs

O Node
— Physical channel
©-0 Bell pair

5/13



Distributing Bell pairs

fc~c, c~C}

O Node
— Physical channel
©-0 Bell pair

5/13



Distributing Bell pairs

>——)

fc~c, c~C}

O Node
— Physical channel
©-0 Bell pair

5/13



Distributing Bell pairs

i >—{ e (s

{c~C,c~CY — {A~C,B~C}

O Node
— Physical channel
©-0 Bell pair

5/13



Distributing Bell pairs

2 —(sa—(

{c~C,c~CY — {A~C,B~C}

O Node
— Physical channel
©-0 Bell pair

5/13



Distributing Bell pairs

()
&

{c~c,c~CY} — {A~C,B~C} — {A~B}

O Node
— Physical channel
©-0 Bell pair

5/13



6/13



Specification and verification

6/13



Specification and verification

PROBLEM
’ How to make sure that quantum networks behave as intended? ‘

6/13



Specification and verification

PROBLEM
’ How to make sure that quantum networks behave as intended? ‘

» Does a protocol establish Bell pairs between the specified end nodes?

6/13



Specification and verification

PROBLEM
’ How to make sure that quantum networks behave as intended? ‘

» Does a protocol establish Bell pairs between the specified end nodes?

* Are two protocols equivalent?

6/13



Specification and verification

PROBLEM
’ How to make sure that quantum networks behave as intended? ‘

» Does a protocol establish Bell pairs between the specified end nodes?
* Are two protocols equivalent?

» Can protocols run in parallel without interfering with each other?

6/13



Specification and verification

PROBLEM
’ How to make sure that quantum networks behave as intended? ‘

» Does a protocol establish Bell pairs between the specified end nodes?
* Are two protocols equivalent?
» Can protocols run in parallel without interfering with each other?

SOLUTION
Provide formalism as foundation to answer these types of questions

6/13



Specification and verification

PROBLEM
’ How to make sure that quantum networks behave as intended? ‘

» Does a protocol establish Bell pairs between the specified end nodes?
* Are two protocols equivalent?
» Can protocols run in parallel without interfering with each other?

SOLUTION
BellKAT: An Algebraic Language for Specifying Quantum Networks. PLDI’24
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PBKAT language

A language for quantifying quantum network protocols — PBKAT

+ probabilistic behavior (expressing failures in quantitative terms)

* nondeterministic behavior (arising from concurrency / resource contention)

8/13



PBKAT protocol

9/13



PBKAT protocol

(Cr<C~C>0_9 H CI’<CNC>(),9) 2 (tr(C—>A~C>0,8 || tr(C—>B~C)0,7) 2 SW<ANB@ C>(),6

9/13



PBKAT protocol

{c~c, c~C}

cr(C~C)yo || cr{C~C)p9

9/13



PBKAT protocol

{c~c, c~C}

-
-

0.81

) — & 27 0.18 — — — > {CNC}}

cr(C~C)yo || cr{C~C)p9

9/13



PBKAT protocol

{c~c, c~C}

cr(C~C)yo || cr{C~C)p9

9/13



PBKAT protocol

{c~c, c~C}

(Cr<C~C>0_9 H CI’<CNC>(),9) 2 (tr(C—>A~C>0,8 || tr(C—>B~C)0,7)

9/13



PBKAT protocol

{Cc~C,C~C} — & -~ 056 - > {A~C,B~C}

e
-
-

0.81
) — & Z_ 018 -—--> {CNC}

0.01

(Cr<C~C>0_9 H CI’<CNC>(),9) 2 (tr(C—>A~C>0,8 || tr(C—>B~C)0,7)

9/13



PBKAT protocol

{C~C,C~C} —> & == 056 - > {A~C,B~C}

= 0.24 _
-
-

081 {A~C}
) — & 27 0.18 — — — > {CNC}

0.01

(Cr<C~C>0_9 H CI’<CNC>(),9) 2 (tr(C—>A~C>0,8 || tr(C—>B~C)0,7)

9/13



PBKAT protocol

{C~C,C~C} —> & == 056 - > {A~C,B~C}

g R
-7 0.14 T =x
081 \\\ {{ANC}
@HAI:—0.18777${CNC}} S
" oot {B~C}
S .

(Cr<C~C>0_9 H CI’<CNC>(),9) 2 (tr(C—>A~C>0,8 || tr(C—>B~C)0,7)

O

9/13



PBKAT protocol

=- 036 - > {A~C,B~C}

&

{C~C,C~C} —> a

S04 _
-7 N 0.14 RSN
081 oo >« fA~CH
Q)—»Al:/— 018 — — — > {CNC} \\\ \\\A
2 N
" oot v {B~C}
\\\ \\
S “

(Cr<C~C>0_9 H CI’<CNC>(),9) 2 (tr(C—>A~C>0,8 || tr(C—>B~C)0,7)

9/13



PBKAT protocol

=- 036 - > {A~C,B~C}

&

{C~C,C~C} —> a

S04 _
-7 N 0.14 RSN
081 oo >« fA~CH
Q)—»Al:/— 018 — — — > {CNC} \\\ \\\A
2 N
" oot v {B~C}
\\\ \\
S “

(Cr<C~C>0_9 H CI’<CNC>(),9) 2 (tr(C—>A~C>0,8 || tr(C—>B~C)0,7)

9/13



PBKAT protocol

=- 036 - > {A~C,B~C}

&

{C~C,C~C} —> a

S0 _
7 N0 T
081 L Ay - - 006708 > {A~C}
o _— N ~

0 ,Alz-o.w———» {c~c} \\\ S a
0.01 . {B~C}

= ~ N \\

~ “

(Cr<C~C>0_9 H CI’<CNC>(),9) 2 (tr(C—>A~C>0,8 || tr(C—>B~C)0,7)

9/13



PBKAT protocol

{C~C,C~C} —> a == 056 - > {A~C,B~C}

S04 _
-7 N 014 RSN
081 i L, B - 0_%:\ 0.8 > {{ANC}}
- — S N S
@HAIE—OJB*ff*{CNC} RSV
" oot o~ {B~C}
S R 0.2 \\
~ SN
SN 2
0

(Cr<C~C>0_9 H CI’<CNC>(),9) 2 (tr(C—>A~C>0,8 || tr(C—>B~C)0,7)

9/13



PBKAT protocol

{C~C,C~C} —> a == 056 - > {A~C,B~C}

S04 _
- N 014 RSN
- o > 08 > fA~C
0.81 A 05 08 { s
P = R .
@HAI:_0.1877—A){CNC} ) oo S a
T oot TR Al - - 07 2 o {B~C}
S R 0.2 \\
~ SN
Sy S

0

(Cr<C~C>0_9 H CI’<CNC>(),9) 2 (tr(C—>A~C>0,8 || tr(C—>B~C)0,7)

O

9/13



PBKAT protocol

{C~C,C~C} —> a == 056 - > {A~C,B~C}

S04 _
-7 N 014 BRSNS
- o > 08 > fA~C
0.81 A 05 08 { s
P = R .
@HAI:_0.1877—A){CNC} ) oo S a
T oot TR Ap oo 07 Ss S {B~C}
S R 0.3 0.2 \\
S o RN
\‘

S0

(Cr<C~C>0_9 H CI’<CNC>(),9) 2 (tr(C—>A~C>0,8 || tr(C—>B~C)0,7)

9/13



PBKAT protocol

{C~C,C~C} —> a == 056 - > {A~C,B~C}

SSL 024 -
-7 N 014 BRSNS
081 , Ag - - 066708 > fa~ch
- —— S N ~
N
@HAI:—0.1877*$ {c~C} RN T
oo > A o- 07 =< f\<>\ {{BNC}
~ N - 0.3 0.2 N
o S
h RN x
p————a 1= >0

(Cr<C~C>0_9 H CI’<CNC>(),9) 2 (tr(C—>A~C>0,8 || tr(C—>B~C)0,7)

9/13



PBKAT protocol

{CNC’ CNC} — Az 0.56 — —> {ANC’BNC}

SSL 024 R
P N 014 RS
0.81 - . Ay — — .06 \u_\\‘ -> {{ANC}
- — S N N
N
Q);,Ali-o.w——f» {c~C} 0 .
om — ap- 07300 {BCY
\\\ 0.3 0.2
\\ \\\i
S 2
f—— > ay—--1mmmm-C o

(Cr<C~C>0_9 H CI’<CNC>(),9) 2 (tr(C—>A~C>0,8 || tr(C—>B~C)0,7) 2 SW<ANB@ C>0'6

9/13



PBKAT protocol

{CNC’ CNC} — Az 0.56 — —> {ANC’BNC}

SSL 024 R
P N 014 RS
0.81 - . Ay — — .06 \u_\\‘ -> {{ANC}
- — S N N
N
Q);,Ali-o.w——f» {c~C} 0 .
om — ap- 07300 {BCY
\\\ 0.3 0.2
\\ \\\i
S 2
f—— > ay—--1mmmm-C o

(Cr<C~C>0_9 H CI’<CNC>(),9) 2 (tr(C—>A~C>0,8 || tr(C—>B~C)0,7) 2 SW<ANB@ C>0'6

9/13



PBKAT protocol

{CNC’ CNC} — Az 0.56 — —> {ANC’BNC} — > A3 - = 0.6 - > {ANB}

SSL 024 R
P N 014 RS
0.81 - . Ay — — .06 \u_\\‘ -> {{ANC}
- — S N N
N
Q);,Ali-o.w——f» {c~C} 0 .
om — ap- 07300 {BCY
\\\ 0.3 0.2
\\ \\\i
S 2
f—— > ay—--1mmmm-C o

(Cr<C~C>0_9 H CI’<CNC>(),9) 2 (tr(C—>A~C>0,8 || tr(C—>B~C)0,7) 2 SW<ANB@ C>0'6

OO0,

9/13



PBKAT protocol

{{CNC’ CNC} I {ANC,BNC} > Ay -- 0.6 - {ANB}
el \\ |

S0 _

/// N 014 e \\
| B >0 -8 > |
) . A,y - 0-%\ \J\\\ {{ANC}} N
/ 7/7 | \ 0.4
@HAI:—0.18777${CNC}7 \\\ \\ \\A N
| < |
: ) A4 e 7\<> {{BNC} \\
~ ~ - ) 0.3 v ‘\\ |
RN | \\i |
~a )
) ———>a---1------ o |

(er(C~C)o. || cr{C~C)0.9) ; (tr(C—A~C)osg || tr(C—B~C)o7) ; SW(A~BQ C)g.6

9/13



PBKAT protocol

{CNC CNC}} — > A e 0.56 — —> {{ANC BNC}} — > A-‘ 0.6 - > {{ANB}}

\\ 0.24 N

/// N 0.14 \\\)
081 B R s »{ANC}}%AY--VPJ{{ANC}
/ - TS 0.4
0 —> A E- 018 - - - > {C~C} ) \\ ~ \
" o0 T™ AL - - 07 2 N {BNC}}%AS—-'lffk {B~C}
> ST 03 0.2 \
<~ . .
o \} N
-Vt Bt ) ——— a - - 1--=-=->()

(CI’<C~C>0,9 |l cr{C~C)o.9 ) ; (’[I’(C—>ANC>0,8 || tr(C—B~C)o7 ) ; SW(A~B @ C)g ¢

9/13



PBKAT protocol

{{CNC C~C} —> & g2 05 - - fA~C, B~Cl —> 25 - - 06 =~ {a~B}

\\ 0.24 \

- NG04 T

0-81// . Aszﬂ%* 0.8 >{A~C}}4>Ag—-vl——> {A~C}
@—»AI:/.O.WS———+ {{CNC}} - S~ \\ ~ 0.4
~ ~ N
" oo I N {[BNC}} s A - **\k {B~C}
RS ST 03 0.2\ \
~ - Y N
\\\‘ S )
-Vt Bt )(])—»AA—-VI————>@

= 0.27216 - {A~B} +0.1944 - {A~C} + 0.2394 - {B~C} + 0.29404 - ()
1/ = 027216 - {A~B} + 0.3384 - {A~C} + 0.1134 - {B~C} + 0.27604 - 0

-—

Convex set of distributions: Conv(y, /) ={q -+ (1—¢q) -1/ | q€0,1] }

9/13



PBKAT protocol

{{CNC C~C} —> a gz 056 - {A~C,B~C} —> ag == 06 - {A~B}

\\ 0.24 \

- NG04 T

-
0.81/ )Az,,g%f\m >{ANC}}4>A§—-'|**>{ANC}
_— ~

@HAIZ/_MS———» {CNC}}/ S N S 0'4

Ry IV ;\? {B~C} —> o —--1- Sy {B~C}
\\\ T 0.3 02N \\\
N SRS
Sa -3 T
) ————— -1 - - )@—»AA 1 > ()

= 0.27216 - {A~B} +0.1944 - {A~C} + 0.2394 - {B~C} + 0.29404 - ()
1/ = 027216 - {A~B} + 0.3384 - {A~C} + 0.1134 - {B~C} + 0.27604 - 0

-—

Convex set of distributions: Conv(y, /') = T

9/13



PBKAT syntax

10/13



PBKAT syntax

e.f :=0|1|8|ale+sf|eof|elf|e;f|e?

10/13



PBKAT syntax

e.f :=0|1|8|ale+sf|eof|elf|e;f|e?

basic action

10/13



PBKAT syntax

guard

e.f :=0|1|8|ale+sf|eof|elf|e;f|e?

basic action

10/13



PBKAT syntax

skip

guard
abort

e.f :=0|1|8|ale+sf|eof|elf|e;f|e?

basic action

10/13



PBKAT syntax

skip
guard
abort
e.f :=0|1|Blaletsf|eof |e|f]e;f|e?
basic action

conditional
if 8 then e else f

10/13



PBKAT syntax

skip
guard
abort
e.f :=0|1|Blale+sf|eof |e|f]e;f|e?
basic action

conditional sequential
if 8 then e else f composition

10/13



PBKAT syntax

skip
guard
abort
ef :=0|1|B|ale+sf|eof |ellf|e;if|e?
. ) loop
basic action while o do e
conditional sequential
if 8 then e else f composition

10/13



PBKAT syntax

skip parallg!
composition
guard
abort
ef :=0|1|Blale+sf|eof |ellf|e;if|e?
. ) loop
basic action while o do e
conditional sequential
if 8 then e else f composition

10/13



PBKAT syntax

ki ordered parallel
P composition composition
guard
abort
ef :==0|1|f|aletsf|eof |e|f|e;f]e?
. ) loop
basic actio
n while o do e
conditional sequential
if 8 then e else f composition

10/13



PBKAT semantics

11/13



PBKAT semantics

convex set of
distributions

Conv{ iy, .o, ftm}

-1

semantics

PBKAT expression
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guarded strings
PBKAT expression abs"atc_t of sets
semantics
{/))OAlﬁl .. -An/))n }

guard

set of actions
A= {a17"7ak}
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PBKAT semantics

guarded strings _ convex set of
PBKAT expression abS"ac_t of sets execu“?n distributions
semantics {ﬂ()Alﬂl B _Anﬂn } semantics Conv{,ul, o Nm}
guard distribution
over multisets
set of actions of Bell pairs

A ={a,..,a}
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PBKAT tool

Write PBKAT expressions in an embedded DSL inside Haskell

f :: ProbBellKATPolicy
Create ||c|| <> lte (IIBII /w? ||c||) (trans ||C|| (IIBII’ ||c||)) (.trans ||c|| (IIAII‘ ||c||))

p :: ProbBellKATPolicy
e <||>f

o
1l
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PBKAT tool

Write PBKAT expressions in an embedded DSL inside Haskell

cabal run probP5_1_I_parallel run

# (1%x127 % 1000+{A~Cyx117 % 250+]A~C,B~C}x81 % 250+{B~C;x81 % 1000,
# 1x181 % 1000+{A~Cpx81 % 250+{A~C,B~Cpx81 % 250+{B~C}x171 % 1000)

+ automaton capturing PBKAT’s abstract semantics
* execution traces
» convex set of probability distributions over multisets of Bell pairs
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» Soundness of PBKAT’s axioms w.r.t. their corresponding semantics
» Enables protocol verification and optimization

* Prototype tool for quantitative analysis, evaluated on 16 protocols
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THANK YOU!
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Evaluation

PBKAT BellKAT

Protocol Goal Memory Time |[O] p(Goal) Memory Time |O| Goal?
§3(a) {A~B} 6MiB <1s 2 27.2% 6 MiB  <1s 4 maybe
§3(a;) {A~B} 6MB  <1s 1 27.2% - - -

Ex. 4.2 {A~B} 6MiB  <1s 2 10.7% - - -

Ex. 5.1(I), o {A~C,B~C} 6MiB <1s 1 32.4% 6MiB <ls 4 maybe
Ex. 5.1(D), || {A~C,B~C} 6MiB <1s 2 32.4% 6MiB <15 4 maybe
Ex. 5.1(I), o, 2 iter. {A~C,B~C} 6MiB <15 1 61.9% 7MiB  <1s 9 maybe
Ex.5.1(10), ||, 2iter. {A~C,B~C} 6MiB <1s 14 60.7-67.8% 7MiB  <1s 9 maybe
Ex.5.1(I), o, 3iter. {A~C,B~C} 6MiB <15 1 78.2% 8MiB <1s 16 maybe
Ex.5.1(I0), ||, 3iter. {A~C,B~C} 24MiB  26s 22 77.4-85.2% 8MiB <ls 16 maybe
Ex.5.1(10), 1iter. ~ {A~C,B~C} 6MiB <1s 2 32.4% - - -
Ex.5.1(I0), 2iter. ~ {A~C,B~C} 6MiB <1s 2 76.6% - - -
Ex.5.1(IV), 3iter. ~ {A~C,B~C} 6MiB <1s 2 92.7% - - -

§5.3(sw) {A~B} 736 MiB 6s 1 0.41% - - -

§5.3(di), outer {A~B} 2263 MiB 15s 1 <0.01% - - -

§5.3(di), inner {A~B} 1178 MiB 8s 1 0.11% - - -

§5.3(di), mixed {A~B}  8271MiB 377s 1 0.02% - - - 1313



Quantum network protocol stack

Application Layer
QKD protocol E91

Transport Layer
teleportation protocol

Network Layer
end-to-end entanglement
distribution protocols

Link Layer
transmit, swap, distill

Physical Layer
create Bell pair

llliano et al. Quantum internet protocol stack: A Comprehensive Survey. Computer Networks 2022
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Kleene algebras

KA
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Kleene algebras

KA — KAT
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Kleene algebras

KA — KAT

GKAT
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Kleene algebras

-

KA — KAT

NetKAT

GKAT
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Kleene algebras

CKAT - - - - > ConcurNetKAT
k4 4
KA - KAT NetKAT - - - - > ProbNetKAT
\\ E N E N »’/
NKA GKAT - ----- > McNetKAT
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Kleene algebras

SF1
CKAT - - - - > ConcurNetKAT
Fi 7 7
KA — KAT NetKAT - - - - > ProbNetKAT
\\ E N E N »’/
NKA GKAT ------ > McNetKAT
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Kleene algebras

SEIEEEEEEE > BellKAT - ----- > PBKAT
CKAT - - - - > ConcurNetKAT
Fi 7 7
KA — KAT NetKAT - - - - > ProbNetKAT
\\ B 2 - . ¥
NKA GKAT ------ > McNetKAT
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