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Quantum networks

Quantum networks are networks connecting quantum capable devices
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Quantum networks

Quantum networks are networks connecting quantum capable devices

 

– Communication qubits designated to establish connections between devices

– Distributed entanglement: tightly correlated communication qubits

Benefits: scaling of quantum computation and secure communication
1 – teleportation

– entanglement based QKD

1[2025 IBM Quantum Innovation Roadmap]
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Bell pair: a pair of entangled qubits

• Fundamental resource in quantum networks

• Bell pair is a pair of entangled qubits:
R∼B distributed between nodes R and B

• Carry no control information

"spooky action

at a distance"
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1[Kozlowski and Wehner: NANOCOM 2019], 2[Quantum Internet Research Group: RFC 9340 2023]
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Specification and verification

• Does a protocol establish Bell pairs between the specified end nodes?

• Are two protocols equivalent?

• Can protocols run in parallel without interfering with each other?
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Specification and verification

PROBLEM
How to make sure that quantum networks behave as intended?

• Does a protocol establish Bell pairs between the specified end nodes?

• Are two protocols equivalent?

• Can protocols run in parallel without interfering with each other?

SOLUTION
BellKAT: An Algebraic Language for Specifying Quantum Networks. PLDI’24
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Quantitative analysis

PROBLEM
How to reason about quantitative properties of quantum networks?

• What are min and max probabilities with which the protocol produces A∼B?

• What is the expected number of protocol iterations required to generate A∼B?

• How can we improve the rate at which a protocol generates Bell pairs?
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PBKAT language

A language for quantifying quantum network protocols – PBKAT

• probabilistic behavior (expressing failures in quantitative terms)

• nondeterministic behavior (arising from concurrency / resource contention)

8/13



PBKAT language

A language for quantifying quantum network protocols – Probabilistic BellKAT

• probabilistic behavior (expressing failures in quantitative terms)

• nondeterministic behavior (arising from concurrency / resource contention)

8/13



PBKAT language

A language for quantifying quantum network protocols – Probabilistic BellKAT

• probabilistic behavior (expressing failures in quantitative terms)

• nondeterministic behavior (arising from concurrency / resource contention)

8/13



PBKAT language

A language for quantifying quantum network protocols – Probabilistic BellKAT

• probabilistic behavior (expressing failures in quantitative terms)

• nondeterministic behavior (arising from concurrency / resource contention)

8/13



PBKAT language

A language for quantifying quantum network protocols – PBKAT

• probabilistic behavior (expressing failures in quantitative terms)

• nondeterministic behavior (arising from concurrency / resource contention)

8/13



PBKAT language

A language for quantifying quantum network protocols – PBKAT

• probabilistic behavior (expressing failures in quantitative terms)

• nondeterministic behavior (arising from concurrency / resource contention)

8/13



PBKAT protocol

9/13



PBKAT protocol
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tr⟨C→A∼C⟩0.8 ∥ tr⟨C→B∼C⟩0.7
)
; sw⟨A∼B@C⟩0.6
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Summary
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Quantum network protocol stack

Physical Layer
create Bell pair

Link Layer
transmit, swap, distill

Network Layer
end-to-end entanglement 

distribution protocols

Transport Layer
teleportation protocol

Application Layer
QKD protocol E91

Illiano et al. Quantum internet protocol stack: A Comprehensive Survey. Computer Networks 2022
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