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Quantum networks

Quantum networks are networks connecting quantum capable devices

– Communication qubits designated to establish connections between devices

– Distributed entanglement: communication qubits sharing a correlated random secret
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Quantum networks

Quantum networks are networks connecting quantum capable devices

 

– Communication qubits designated to establish connections between devices

– Distributed entanglement: communication qubits sharing a correlated random secret

Benefits: scaling of quantum computation and secure communication
1 – teleportation

– entanglement based QKD

1[IBM Quantum: Development Roadmap 2023]
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Bell pair: a pair of entangled qubits

• Fundamental resource in quantum networks

• Bell pair is a pair of entangled qubits:
R∼B distributed between nodes R and B

• No headers: control information needs to be
sent via separate classical channels

"spooky action

at a distance"

Artwork by Sandbox Studio, Chicago with Ana Kova
Image by Andrij Borys Associates, using Shutterstock 3/16
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End-to-end Bell pair generation protocol
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Verification and optimization

PROBLEM
How to make sure that quantum networks behave as intended?

• Does a protocol establish Bell pairs between the specified end nodes?

• Are two protocols equivalent?

• Can a protocol execute with a given number of resources?

• Can protocols run in parallel without interfering with each other?

SOLUTION
Provide formalism to answer these types of questions about quantum networks
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BellKAT language

• Syntax and semantics

– provide abstractions for quantum network primitives: create cr, transmit tr, swap sw, . . .

– model multiround behavior, catering for highly synchronized nature of quantum networks

– capture resource sharing (protocols competing for available Bell pairs)

• Algebraic structure based on Kleene algebra with tests (KAT)

– with (novel) axioms capturing round synchronization

• Formal results

– proofs of soundness and completeness of equational theory

– decidability of semantic equivalences
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BellKAT primitives – basic actions

swap sw⟨A∼B@C⟩ ≜ {{A∼C,B∼C}} ▷ {{A∼B}}
transmit tr⟨A→B∼C⟩ ≜ {{A∼A}} ▷ {{B∼C}}
create cr⟨A⟩ ≜ ∅ ▷ {{A∼A}}
wait wait⟨r⟩ ≜ r ▷ r

fail fail⟨r⟩ ≜ r ▷ ∅
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Decidability

Reachability property: Does protocol p always or never generate an entangled pair A∼E

p; [1]{{A∼E}} ▶ {{A∼E}} ≡N0 p or p; [{{A∼E}}]∅ ▶ ∅ ≡N0 p

Verify more protocol properties with the BellKAT artifact!
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Summary

• BellKAT – language to specify quantum networks based on a novel algebraic structure

• Soundness and completeness of BellKAT’s axioms w.r.t. their corresponding semantics

• Decidability result for checking semantic equivalence of quantum network protocols

• Prototype tool for automated reasoning about protocols

THANK YOU!
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Expressing failures

r ▷ o + r ▷ ∅ ≜ r ▷ o + fail⟨r⟩

Distill {{A∼D,A∼D}} ▷ {{A∼D}}+ {{A∼D,A∼D}} ▷ ∅ on input {{A∼D,A∼D,D∼E,D∼E,A∼E}}
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succeed :

∅

���A∼D ���A∼D

D∼E

D∼E

D∼E

D∼E

A∼E

A∼Einput :

fail :

Bell pairs: consumed, produced and untouched
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Single round protocols

Parallel composition
sw⟨A∼B@R⟩ ∥ tr⟨B∼R→R′∼R⟩ ∥ sw⟨B∼C @R′⟩ acts on {{A∼R,B∼R,B∼R,B∼R′,C∼R′,A∼B}}

A∼R B∼R B∼R B∼R′ C∼R′ A∼B

The order of basic actions is independent for this input multiset, thus:
sw⟨A∼B@R⟩ · tr⟨B∼R→R′∼R⟩ · sw⟨B∼C @R′⟩ = sw⟨A∼B@R⟩ ∥ tr⟨B∼R→R′∼R⟩ ∥ sw⟨B∼C @R′⟩

Input Bell pairs
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Parallel composition vs. ordered composition
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Verification - properties with a classical analogoue

• Reachability. Will the execution of our protocol generate A∼C?

• Waypoint Correctness. Does our protocol ever perform a swap at node B?

• Traffic (Protocol) Isolation. Can we prove non-interference in a composition of
Protocols I and II?

• Compilation. Can we ensure correct compilation to individual devices?
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Verification - properties specific to quantum

• Resource Utilization. What is the number of required memory locations and
communication qubits? For how many rounds must a Bell pair wait in the memory?

• Quality of Service. Do the generated Bell pairs have the required fidelity or capacity?

• Compilation. Can we minimize the number of accesses to the network global state?
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Quantum network

*

*

Repeater with classical
and quantum capabilities

Quantum capable
end node

Quantum channel

Classical channel

* Quantum source

1

What/Key service:
providing communication
services to distributed
quantum applications

How: end-to-end
Bell pair distribution2
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Quantum network

*

*

Repeater with classical
and quantum capabilities

Quantum capable
end node

Quantum channel

Classical channel

* Quantum source

1

What/Key service:
providing communication
services to distributed
quantum applications

How: end-to-end
Bell pair distribution2

secure communication
secure quantum

computing in the cloud

clock synchronization
password identification

position verification

quantum computing
clusters

1[Kozlowski, Wehner NANOCOM 2019], 2[RFC 9340 IRTF–QIRG 2023] 16/16



Bell pair generation: Protocol I

A

R

B

R′

C

A∼A

B∼B

B∼B

C∼C

A∼R

B∼R

B∼R′

C∼R′

Bell pair

Node

Physical path

Transmission

16/16



Bell pair generation: Protocol I, round 1
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Bell pair generation: Protocol I, round 2
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Bell pair generation: Protocol II
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Bell pair generation: Protocol II
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Bell pair generation: Protocol II, round 1
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Bell pair generation: Protocol II, round 2
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