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Quantum networks

Quantum networks are networks connecting quantum capable devices

— Communication qubits designated to establish connections between devices
— Distributed entanglement: communication qubits sharing a correlated random secret

Benefits: scaling of quantum computation and secure communication

: — teleportation

1,121 qubits 4,158+ qubits

— entanglement based QKD

[IBM Quantum: Development Roadmap 2023] 116
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Bell pair: a pair of entangled qubits

» Fundamental resource in quantum networks !l ,

* Bell pair is a pair of entangled qubits: "spooky action
R~B distributed between nodes R and B

at a distance"

* No headers: control information needs to be
sent via separate classical channels
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Classical network

Source/Destination
end node

Switch

Classical channel
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Classical network Quantum network 2

Quantum capable
end node

Source/Destination
end node

Switch g Repeater with classical
and quantum capabilities

=== C(lassical channel me=  Quantum channel

Classical channel

%  Quantum source

I[Kozlowski and Wehner: NANOCOM 20719],  2[Quantum Internet Research Group: RFC 9340 2023] 4nse
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End-to-end Bell pair generation protocol

C~C —— A~D C~C —— B~D

e
e

E~E ——— E~D E~E — E~D
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Verification and optimization

PROBLEM
’ How to make sure that quantum networks behave as intended? ‘

» Does a protocol establish Bell pairs between the specified end nodes?
* Are two protocols equivalent?
+ Can a protocol execute with a given number of resources?

 Can protocols run in parallel without interfering with each other?

SOLUTION
Provide formalism to answer these types of questions about quantum networks

7116
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BellKAT language

Specification language for end-to-end Bell pairs generation — BellKAT

» Syntax and semantics
— provide abstractions for quantum network primitives: create cr, transmit tr, swap sw, . ..
— model multiround behavior, catering for highly synchronized nature of quantum networks

— capture resource sharing (protocols competing for available Bell pairs)

* Algebraic structure based on Kleene algebra with tests (KAT)

— with (novel) axioms capturing round synchronization

» Formal results
— proofs of soundness and completeness of equational theory

— decidability of semantic equivalences

8/16
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fxa  otherwise

{oma\r if r C
—>
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BellKAT primitives — basic actions

required BPs input BPs

{oma\r if r C
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BellKAT primitives — basic actions

£ fA~C,B~C} > {A~B}
£ fA~A} > {B~C}

swap  SwW(A~BQC
transmit  tr(A—B~C
create cr(A

[I>
=
v

=

3
S

==

wait wait(r
fail fail{
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BellKAT primitives — basic actions

fail fail(r) = ro 0

10/16



BellKAT syntax

11/16



BellKAT syntax

p,g==0|1|rvo|p+q|p-qlplalpiq|p*

11/16



BellKAT syntax

p,g==0|1|rvo|lp+q|p-qlplalpiq|p*

basic action

11/16



BellKAT syntax

abort

p,g==0|1|rvo|p+q|p-qlplalpiq|p*

basic action

11/16



BellKAT syntax

skip

abort

p,g:=0|1|rvo|p+q|p-qlplalpiq|p*

basic action

11/16



BellKAT syntax

skip
abort
p,g==0|1|rvo|lp+q|p-qlplalpiq|p*

basic action

nondeterministic
choice

11/16



BellKAT syntax

skip
abort
p,g==0]|1|rvo|lp+q|p-qlplalpiq|p*

basic action

nondeterministic sequential
choice composition

11/16



BellKAT syntax

skip
abort
pg=0]1|rvolp+qlp-qlpllqlpiqlp®
. ) Kleene star
basic action . .
(iteration)
nondeterministic sequential

choice composition

11/16



BellKAT syntax

skip

abort

basic action
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skip

abort

basic action

ordered parallel

composition composition
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nondeterministic
choice

Kleene star
(iteration)

sequential
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11/16



Protocol specification in BellKAT

12/16



Protocol specification in BellKAT

C~C —> A~D C~C — B~D
SN P
A~E B~E

e e

E~E —— E~D E~E —> E~D
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Protocol specification in BellKAT

C~C —> A~D C~C — B~D

A~E

\(z‘/

\

/
E~E > E~D E~E > E~D
(er(C) [ er(C) [ cr(E) || cr(E));

(tr(C— A~D) || tr(C — B~D) || tr(E — E~D) || tr(E — E~D));
(SW(A~E @ D) || sw(B~E @ D))
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Syntax
Nodes

Bell pairs

Multisets
Tests

Atomic actions
Policies

Basic actions
Guarded policy
‘Test semantics

(1ba
(ha = bga

Single round semantics

]

[o]:
[pla
[elra
[[t1r » ollia
[msms...smla

e lemm

M(BP) 3 ab,r,0

ko

BellKAT at a glance

BP 3 by
- bpr}

no test

multiset absence

multiset union

abort
skip or no-round
atomic action
basic action
guarded policy
nondeterministic choice
ordered composition
parallel composition
sequential composition
Kleene star

= [1lr>o+[r]0» 0
[tlp [t1o»0-p

M(BP) > (T, L}
Qtwbda = ((tha\bAbCa)V (bha
(tot'ha = (thao(t'ba, with Ois either A or v

M(BP) — P(M(BP) x M(BP))
0

{0v<a}

{os<a\r} ifrCaand(tha=T
[) otherwise
(pav(g)a

((pD-(ah)a

((pdIGgD)a

M(BP) — P(M(BP))

M(BP) — P(M(BP)), where © = 1 § 725 ... 3 e
Userp[©lia

{a}

{owa\r} ifrCaand{tha=T
0 otherwise
~3mlna

KA axioms
(p+q)+r=p+(g+r) KA-PLus-Assoc pil=p KA-SEQ-ONE
PHa=q+p KA-PLUS-CoMm 1ip=p KA-ONE-SEQ
p+o=p KA-PLUS-ZERO 0;p=0 KA-ZERO-SEQ
prp=p KA-Prus-Ipem pi0=0 KA-SEQ-ZERO
(Ps@)ir=pilg:r) KA-SQ-Assoc 1+p;p*=p* KA-UnroL-L
pi(g+r)=piq+pir  KA-SeQ-DisT-L pir<r=p ir<r KA-Lrp-L
(p+q);r=p;r+q;r  KA-SEQ-DisT-R 1+p*ip=p* KA-UNRoLL-R
ripsroriptsr KA-Lrp-R

SKA axioms for ||

@l Il (glir) SKA-PRL-ASSoC SKA-PRL-Comm
pli@+r =plig+pllr  SKA-PRL-DisT SKA-ONE-PRL
Gip)ll(y;9) = (xlly);(pllg)  SKA-PRL-SEQ SKA-ZERO-PRL
SKA axioms for -
p-q) r=p-(q-r -ORD-Assoc -ONE-ORD
) ) SKA-ORD-A: SKA-ONE-O3
p-(@+r)=p-q+p-r SKA-Orp-DisT-L SKA-ORD-ONE
(p+q)-r=p-r+q-r SKA-Orp-DisT-R SKA-ZERO-ORD
(x:p)-(y:q9)=(x-y);(p-q) SKA-ORD-SEQ SKA-ORD-ZERO
Boolean axioms (in addition to monotone axioms)
1wb=1 BooL-ONE-U
bAGUF)=h  BoowCons (tAr)Yb=twb At Wb BooL-Conj-U-Dist
AbY 00L-CONJ-SUBSET
ANV, d e (1Y) ub=tub V' Yb BoowDis-UDist
= 0oL-Disj
Network axioms
[Hr>o-[t']F » o = [t A (X WP)i w6 iff=rwrandé=0wo  Ner-Orp
[tlreoll (] » o = [(twr)A(F wr))i®s iff=rwrandé=owo  NerPr
Single round axioms
[10»0=1 SnOne @)@l <@-DIlG'-q) Sr-Exc
0 “o sz [bAtlreo=[(rub)Atlrro SR-Can
r»> o= SR-ZERO
o [tlr>o+[tIreo=[tVElrro Sr-PLUS
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BellKAT at a glance

Test semantics

th

[£lr » o)

(p+q)
(p-q)a
(pllga
Multi-round semantics

[e1r » ollia
H illia

)

Syntax
Nodes N
Bell pairs BP3bpi= N~N
Multisets ~ M(BP) 3 a,b,r,0 5= {bpy, ... bpe}
Tests Tatt 1 no test
| b multiset absence
| tat conjunction
| tvt  disgunction
| twb multiset union
Atomic actions [tlr»o
Policies 0 abort
1 skip or no-round
z atomic action
reo basic action
[tlp guarded policy
p+q  nondeterministic choice
pq ordered composition
pllg  parallel composition
Ppiq  sequential composition
P* Kileene star
Basic actions []r»>o0+[r]0» 0
Guarded policy [t10»0-p

M(BP) - {T, L}
(tebda =
tot'da

(tha\bAbCa)V (bda

M(BP) — P(M(BP) x M(BP))
0
{0saa}
[ {or<a\r} ifr Caand(tda=T
) otherwise
(pau(gha
((p)-(q))a
((p) 1l (g))a
M(BP) = P(M(BP))
M(BP) — P(M(BP)), where w = m; § 15 § i
1p[@la
{a}

[ {owa\r} ifrCaand(tha=T

otherwise

1 0
(Imdrolms. . smlna

(thac {t'Da, with O is cither A or

KA axioms

(p+q)+r=p+(g+r)

pra=q+p
p+0=p
p+p=p

(P:@)ir=pilg:r)

pig+r)=piqep;r
(p+q)ir=pir+q;r

xioms for ||

@lalr=plln
pllg+plir
@l yi)=Ely:@elg

pll(g+r)

SKA axioms for

[C3)

p-(g+r

q+p

(p+q) r=p-r+q-r

(x;p)

(g7

Y9 =G99

KA-PLus-Assoc
KA-PLus-Comm
KA-PLUS-ZERO
KA-PLus-Ipem
KA-SEQ-Assoc
KA-SeQ-DisT-L
KA-SEQ-DisT-R

1+

»
1+

r

SKA-PRL-AsSOC
SKA-PRL-DIST

SKA-ORD-Ass0C

SKA-PRL-SEQ

SKA-ORD-DisT-L
SKA-ORD-D1sT-R

SKA-ORD-SEQ

can axioms (in addition to monotone axioms)

wb=
bA(bub)=b

bvb =bub'

Network axioms

[tr>o-[t]F » o

[tlre ol []F > o = [(tWr) A (' wr))ivd

Single round axioms

[1]0»0=1 Sr-OnE

0lr»o Sr-ZERO

BooL-ONE-U
(t
BooL-CONJ-SUBSET

BooL-Disj-U

[tA (@ on]Feo

®llp)

[(r>o+[t]rro=

A) Y

t)wb

if 7

(qllq) <

Hreo

pil=p
Lip=p
0;p=0
pi0=0

pipt=p"

sr<r=ptir<r
Prip=Ept
p<r=ript<r

KA-SEQ-ONE
KA-ONE-SEQ
KA-ZERO-SEQ
KA-SEQ-ZERO
KA-UnroLL-L
KA-Lrp-L

-UNROLL-R

KA-Lrp-R

pllg=qlip SKA-Pri-Comm
tip=p SKA-ONE-PRL
Olp=0 SKA-ZERO-PRL

=twbAt' Wb BooL

twbvrwh

=r¢randé=oWo’

iff=r¥r' andé=oWo’

@l -q)
(rub) Atlreo

tvelreo

SKA-ONE-ORD

SKA-ORD-ONE
SKA-ZERO-ORD
SKA-ORD-ZERO

ConJ-U-DisT

Boor-DisJ-U-DisT

NET-ORD

NET-PRL

Sr-EXC
Sr-CaAN

Sr-PLUS
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BellKAT at a glance

Syntax
Nodes N
Bell pairs BP3bp:= N-N
Multisets M(BP) 3 a,b,r,0 {bp1. ... bpi } KA axioms
Tests Tatt 1 no test (p+q)+r=p+(qg+r) KA-Pus-Assoc pil=p KA-SEQ-ONE
:’A P ;:‘):;::Z‘t;‘;"”“’ prq=q+p KA-Prus-Comm 1ip=p KA-ONE-SEQ
tve disiunction p+0=p KA-PLus-ZERO 0:p=0 KA-ZERo-SEQ
tyb multiset union prp=p KA-PLUS-IDEM pi0=0 KA-SEQ-ZERO
A(o:nilczclinns [tlr>o i (Pi)ir=pi(g:n) KA-SQ-Assoc T4pip*=p* KA-UnroLL-L
olicies 0 abort
1 skip or no-round pi(g+r)=piq+pir  KASeq-DisT-L pir<roptirs<r KA-Lep L
3 atomic action (p+q@)ir=pir+q;r  KA-SeQ-DisT-R 1+p*;p=p* KA-UnroLL-R
reo basic action rip<r=ript<r KA-Lrp-R
[tlp guarded policy toms £
p+q  nondeterministic choice xioms for ||
pq ordered composition @lalir=plqln SKA-PRi-Assoc plg=qllp  SKA-Pri-Comm
rllg parallel composition pll@+r)=plig+pllr SKA-PRL-DIsT 1lp=p SKA-ONE-PRL
";j q ;(El"“’""fl composition ol (i =(xly:(pllg) SKA-Pr-Skq ollp=0 SKA-ZERO-PRL
eene star X
(@asic actions [Lr>o+[r]0> O SKA axioms for
Guarded policy 0> 0p 2D ) SKA-ORp-Assoc SKA-ONE-ORD
Test semantics p-(g+r g+p-r SKA-Orp-DisT-L SKA-ORD-ONE

Qth € M(BP)— (T, 1}
(twbda =

Qtarda

((tha\bAbCa)V
(than {t'Da, with O is either

(p+q) r=p-r+q-r

P (W)= (x99

SKA-ORD-DIsT-R
SKA-ORD-SEQ

SKA-ZERO-ORD
SKA-ORD-ZERO

can axioms (in addition to monotone axioms)

M(BP) — P(M(BP) x M(BP)) Wh= BooL-ONE-U
ea N b b ok R LD
{0s<a)} . . 0 0
[emar 1 c{ Basic actions reox= [L]lrwo+[r]0»
]
N ‘HP/'W ”“‘j‘ [treo-[f]F o =[tA (' Wr)]ird iff=r@randé=0Wo’  NET-ORD
((p [reoll [']F >0 =[(tOr)A (' Wr)]Fré iff=rwrandé=owWo  NeT-PR
Single round axioms
[p] € M(BP) - P(M(BP)
ol € / Sy )), where o = 7, 3 715 § - @) - @lld)<@-all@ - q) SR-Ex¢
[] M(BP P(M(BP)), where & [1]0»0=1 SoOne pllp)-(qllq Pl g R-EXC
[pla 1ololia reo=[(rub) Atlrro SR-CAN
[elra a) 0lr»o SR-ZERO ,
1 [reo+[tlreo=[tviirro Sr-PLus

aand (tha =
otherwise
smlna

{a}
rmaha & | (0507 i

illia

13/16



BellKAT at a glance

Syntax
Nodes N
Bell pairs BP3bpi= N~N
Multisets ~ M(BP) 3 a,b,r,0 5= {bpy, ... bpe}
Tests Tatt 1 no test
b multiset absence
tAt conjunction
tvit disjunction
tyb multiset union
XAtomic actions [e]r > o
Policies abort

KA axioms

(p+q)+r=p+(q+r) KA-PLus-Assoc pil=p KA-SEQ-ONE
pra=q+p KA-PLus-Comm lip=p KA-ONE-SEQ
p+0 KA-PLus-ZERO 0:p=0 KA-ZERo-SEQ
pHp=p KA-PLUS-IDEM pi0=0 KA-SEQ-ZERO

(Pi)ir=pi(g:n) KA-SEQ-Assoc T4pip*=p* KA-UnroLL-L

pi(g+r)=pig+pir  KA-SeQ-DisT-L pirsr=ptirsr KA-Lep-L
(p+q)ir=pir+q;r KA-SeQ-DisT-R 1+p*;p=p KA-UnroLL-R

rip<r=riptsr KA-Lep-R

rllg parallel composition

[Atomic actions

II>mxy:= [t]rboj

piq  sequential composition
Kleene star

|1

| = atomic action

| reo basic action

| [tp  guarded policy

| p+q  nondeterministic choice
| p-q  ordered composition

|

|

1

(Basic actions

Guarded policy

Test semantics

{th € M(BP)
it
(to
M(BP)
{0a
[ {0
El|
[
+ (phat
Ja = ((p
(pligha ((p

Multi-round semantics

o
[1]r > o+[r]0 > O
0> 0-p

ST}
bha 2 ({tha\bAbCa)V
ba (tha (¢’ Da, with O is cither

> P (M(BP) x M(BP))

@ip) i =(xlly:(pllg) SKA-Pri-Seo ollp=0 SKA-ZERO-PRL

SKA axioms for
) SKA-Omp-Assoc
g+p-r SKA-Orp-DisT-L

[C3)

SKA-ONE-ORD

pe(g+ SKA-ORD-ONE

(p+q)-r=p-r+q-r SKA-Orp-Disr-R SKA-ZERO-ORD

P Wi =(xy:(p-q SKA-Orp-Skq SKA-ORD-ZERO
can axioms (in addition to monotone axioms)

wh= BooL-ONE-U

by e L(Basic actions

)

reo= [1rwo+[r]0w0)

q)a

q))a

[p] € M(BP) > P(M(BP)

[ol: € M(BP) - P(M(BP)), where w = m §m5...5 7
[pla = Uuerplelia
[elie = {a}
) ) . [{owa\r} ifrcaand(tha=T
[ s b = ohermise
[ 5ms ila = smllna

[reo-[t]F » o =[tA W W]Fro iff=rwrandé=owo  NeT-OrD
[treoll[1F w0 = [(tor) A wr]isé  iff=rwrandé=owo  Ner-Pre

Single round axioms

®llp) - (qllq) s

Hreo

@ l@-q) SR-Exc

[1]0»0=1 SrONe

(rub) Atlreo SR-CAN

0lr»o Sr-ZERO

reo+[flrro=[tviirro Sr-PLUs

13/16



BellKAT at a glance

Syntax
Nodes
Bell pairs
Multisets

bk KA axioms

(p+q)+r=p+(g+r)  KA-Prus-Assoc pit=p KA-S5Q-ONE
“{’“""‘”‘"“’ prq=q+p KA-PLus-Comm 1ip=p KA-ONE-SEQ
disjunction p+0=p KA-PLUs-ZeRo 0ip=0 KA-Zero-Szo

| twh multiset union p+p=p KA-PLus-Ipem pi0=0 KA-SEQ-ZERO

(&iomic actions \N%L, ) KA-SEQ-Assoc 14pip*=p* KA-Unrowi-L

Policies abort ) .
1 YL
atomic action "”(Tests T 3 t, t NROLL-R
reo basic action ripSrorip <r KA-Lrp-R
[tlp  guarded policy —
p+q  nondeterministic choice N N
pg  odeedompsiion | Atomic actions Namx,y=z= [tlr»o
pllg  parallel composition
’;; q ;(El‘i‘:::’s‘:‘:r”‘"”"““"" (;p) )l (y;9) = (xlly);(pllg) SKA-PRL-SEQ 0lp=0 SKA-ZERO-PRL
(@asic actions [Lr>o+[r]0> O SKA axioms for
Guarded policy 0> 0-p »- r)  SKA-ORD-Assoc SKA-ONE-ORD

Test semantics

pr(q+r

g+p-r SKA-Orp-DisT-L SKA-ORD-ONE

th € M(BP) - {T,L}
twbda + ({tha\bAbCa)V
(tat'ba (tha 0 t'Da, with O is either

(p+q)-r=p-r+q-r SKA-Orp-Disr-R SKA-ZERO-ORD

SKA-ORD-ZERO

P Wi =(xy:(p-q SKA-Orp-Skq
can axioms (in addition to monotone axioms)
M(BP) — P(M(BP) x M(BP))

wh= BooL-ONE-U , ,
: ol LB LD
{0><a} . . 0
. [etar o c|Basic actions reox= [1lrw»o+[r]0»
0 .
N “"’IV““ ”“‘j‘ [tlreo-[F1F o =[tA(Wr)]irs iff=rwrandé=owWo’ NET-ORD
(pllgha ((p [tlreoll (] »o =[(twr)A(f'wr)]imé iff=rwrandé=owWo’  Ner-Pr
Multi-round semantics Single round axioms
[p] € M(BP) > P(M(BP)
ol € / ) - P(/ ), where & = 71, 8 75 ¢ - @llp)-(qllq) <( ®-q) SR-Ex¢
[ol: e M@F P (M(BP)), where & [10»0=1 SwOne plt qllq Pl g R-EXC
[ple * Uyaplela reo=[(rub)Atlreo Sr-CAN

a} olr» o0

Sr-ZERO

B [reo+[Flrro=(tvelreo Sr-PLus

{
[ {owa\r} ifr Caand(tha=
|

otherwise 13/16

[ > olia =
3 smlna
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BellKAT at a glance

Nodes

Bell pairs

Multisets
Tests

Atomic actions

Policies

Ba
Guarded policy

actions

bpi}

no test

multiset absence
conjunction
disjunction
multiset union

abort

skip or no-round
atomic action

basic action

guarded policy
nondeterministic choice
ordered composition

parallel composition

reos= [1lr»o+[r0» 0
[tlp== [t]0»0-p

Test semantics

(3

{ida = T
(bba + bga

Single round semantics

([tlr > oda
(p+q)a

[[tlr » olia =

[msms..smla

€ M(BP)—(T.L}
(twbha = ({tha\bAbCa)V (bda
(tot'da 2 (than(t'Da, with Ois either A or v

M(BP) = P(M(BP) x M(BP))
0

{0s<a)}
N {(oua\r} ifr Caand(tha=T
- otherwise
=

(

(

M(BP) — P(M(BP))

M(BP) = P(M(BP)), where 0 = m; § 725 .5 1
Uoerpl@lia

{a}

{owa\r} ifrCaand(tha=T
0 otherwise

([m]re[ms.. . smlna

KA axioms
KA-PLUs-Assoc
q+p KA-PLus-Comm
pH0=p KA-PLus-Zero
ptp=p KA-PLus-IpEm
(piq)ir=pilg:r)

pig+r)=piq+p;r

(p+q +r=p+(g+r)

p+q

KA-SEQ-Assoc
KA-SEQ-DisT-L
KA-SEQ-DisT-R

(p+q)ir

Dir+q;r

SKA axioms for ||
@lglr=plln
plig+r) =plig+plr

o)y =(xlly;@le

SKA axioms for

SKA-Pri-Assoc
SKA-PRL-DIsT

PRL-SEQ

(p-g)-r=p-(q-r)  SKA-ORp-Assoc
p-(g+r)=p-q+p-r SKA-Orp-DisT-L
(p+q)-r=p-r+q-r SKA-Orp-DisT-R

(x;p) (y:9)= (x'y): (p-q) SKA-OrD-SEQ

Boolean axioms (in addition to monotone axioms)

BooL-ONg-U

b BooL-CONJ-SUBSET

bUb BooL-Disj-U
Network axioms
[Hreo-[t]F » o = [t A W] eo
[Hr> ol [t']F » o = [(twr) A (F &R w6

Single round axioms

[110»0=1 Sr-One

0lr»o=

Sr-ZERO

[freo+[t]r>o

[bAtlreo=

T+pip*=p

pir<r=p*

T+p*ip=p*

rip<roriptsr

rllg=qlip
1lp=p
ollp=0

@lp)-@ld)< -l -q)

KA-SEQ-ONE
KA-ONE-SEQ
KA-ZERO-SEQ

KA-SeQ-ZERO

KA-UnroLL-L
KA-Lrp-L
KA-UNRoLL-R
KA-Lrp-R

SKA-PRL-CoMM
SKA-ONE-PRL
SKA-ZERO-PRL

SKA-ONE-ORD
SKA-ORD-ONE
SKA-ZERO-ORD
SKA-ORD-ZERO

(tAt)wb=twb At Wb Boor-Cony-U-Dist
(tVt)¥b=twbVvt' Wb BooL-Disj-U-Dist

iff=rwrandé=o0wo  NET-ORD
iff=rwrandé=o0wo  Ner-Pm
SR-ExC

(rub) Atlreo Sr-CaN
tvelreo Sr-PLUS

13/16



BellKAT at a glance

Syntax
Nodes N:i= ABC
Bell pairs BP3bp:= N-N
Multisets — M(BP) 3 a.b,r,0:= {bpy, .. bpik KA axioms
Tests Tant'z= 1 no test (p+q)+r=p+(g+r) KA-Prus-Assoc pil=p KA-SEQ-ONE
b i abence pra=q+p KA-PLus-Comm 1ip=p KA-ONE-SEQ

~

(Multi—round semantics
[~]
[l

M(BP) - P(M(BP))
M(BP) - P(M(BP)), where w = m; $ 13 5 ... 5 mx

I[p]]a Ume!(p}[[w]lla
{a}

[el:a
4 {owa\r} ifrCaand{tpa=T
ﬂ[t]r g OHM - 0 otherwise

I m m

Il

Tz =T ToBa = Wa o AT T ay vV Iora -
(ha * bga (torda & (tan{t'Da, with Ojeeither A or v (xip) (y:9) = (x-9); (p-q) SKA-Orp-SEQ p-0=0 SKA-ORD-ZERO
Single round semantics Boolean axioms (in addition to monotone axioms)

(p)

€ M(BP) — P(M(BP) x M(BP)) Jb= BooL-ONg-U
(o)a = 0 , § (tAr)9b=twb At Wb Bool-Cony-U-Dist
(1)a % {0sa} babw b Boow-CONFSUBSET )\ h < by ¢ wb  Boor-Disi-U-Dist
(e oda = { {owa\r} ifrcaand{tha=T bvb =bub’ Boor-DisJ-U
0 Network axioms
(p+qda £ (phau(g)a [tlrwo-[¢]F » o' =[tA (L WR)]iro iff=rwrandé=0wo  NET-ORD
(p-gha = ((p)-(gD)a ) TR ey ands—owe N
(pllade_~ ((p)Ilgd)a [treoll[]F > o = [(twr) A wr)ir s  iff=rwrandé=owo  Ner-Pr
‘Multi-round semantics Single round axioms
€ M(BP) > P(M(BP) ,
[o]: € M(BP) > P(M(BP)), where = m § m25... § 7| [1]0»0=1 Seon: @) -@ld) <@l q) Sr-Exc
[pla % Uueplela [bAtlreo=[(rub)Atlreo Sr-CaAN
[elia = {a} 0r»0=0 SmZero

(owa\r} ifrcamndqthasT [tlreo+[tIreo=[tvilrro Sr-PLus
0

[tar>olia = otherwise 13/16

[msms. smlia = ([mlielms.. smlDa




BellKAT at a glance

Syntax
Nodes N = B,C,
Bell pairs BP > bp N
fultsets —ddiBO\ o n & P KA
\.AII.UCH Ve ~N
ests P .
Single round semantics
(p) € M(BP) — P(M(BP) x M(BP))
Atomic action A
Policies (] 0 [)a 2 0
A
(1)a = {@w<a}
X {oraa\r} ifrCaand(tha=T
([t]rw»o)a = .
L 0 otherwise
e Kleene star i § i
Basic actions reo [1]r»o+[r]0» 0 SKA axioms for
Guarded policy [t]p== [t]O»0-p p-q-r=p-(qg:r) SKA-ORD-AssOC 1-p=p SKA-ONE-ORD
Test semantics ® MEP) {70} p-(g+r)=p-q+p-r SKA-Orp-Dist-L p1=p SKA-ORD-ONE
1] € BP) - {T,L —
(p+q D q KA-ORD-D R 0 =0 SKA-ZEro-O1
e & T ot s AbCa) v (b p+9)-r=p-rgr SKAORDis » £R0-ORD
Wha * bga (1ot 110a0 (' ha, with 0 i either A or v (x;p)-(y:q) = (x-9);(p-q) SKA-ORp-SEQ p0=0 SKA-ORD-ZERO
Single round semantics Boolean axioms (in addition to monotone axioms)
g.‘o’g N ;\4(5”) — P(M(BP) x M(BP)) BoOL-ONE-U bAt6h
a 2 § (tAr)9b=twb At Wb Bool-Cony-U-Dist
(1)a = {0%a} bA( b BooL-Conj-SUBSET b tub b B D
([role & { {os<a\r} ifrCaand(tha=T bUK  BooLDigU o
ol &
0 otherwise Network axioms
(p+q)a (pdaU(q)a [tlrwo-[¢]F » o' =[tA (L WR)]iro iff=rwrandé=0wo  NET-ORD
(p-ada = (Ip)-())a : o speteon e
(plgda = ((p)ll(q))a [tlr» ol []F » o' = [(tWr) A (K WR]isé  iff=rer andé=0u0 NeT-PRL
Multi-round semantics Single round axioms
& M(BP) - P(M(BP))
[wl: € M(BP) — P(M(BP)), where w = m 52 5... 5 mk . ele)-@llgd) <@l -q) SR-ExC
N [1]0»0=1 Sr-ONE .
[pla % Uueplela Drro—o ez [bAtlreo=[(rub)Atlreo Sr-CAN
r>0=0 SnZsnc
lelra {a} [tlr>o+[tlrro=[tvEirro Sr-PLUs

{owa\r} ifrCaand(tha=T
0

otherwise 13/16
([m]re[ms.. . smlna

[[tlr » olia =

[msms...smla




BellKAT at a glance

Syntax
Nodes N:= ABC,
Bell pairs N~N
Multisets bpi} KA axioms
Tests no test (p+q)+r=p+(g+r)  KA-Prus-Assoc pil=p KA-SEQ-ONE
b ’”“JN;U: ’./;b‘smu' prq=q+p KA-PLus-Comm 1ip=p KA-ONE-SEQ
tAt conjunction
tve disjunction p+0=p KA-Prus-ZErRO 0;p=0 KA-Zero-SEQ
twb  multiset union p+p=p KA-PLus-Ipem pi0=0 KA-Seo-Zero
,-\m;:v:; (‘n(hun» > /\ v ’\y’\r >0 o (Piq)ir=pilg:r) KA-SEQ-Assoc T+pip*=p” KA-UnrorL-L
1 skip or no-round pi(g+r)=piq+p;r  KA-SEQ-DisT-L pir<r=ptirs<r KA-Lrp-L
7 atomic action (p+q)ir=pir+qir  KASeQ-DisT-R 14+p*ip=p* KA-UnroL-R
reo basic action >
pS<r=ript< KA-Lrp-R
[tlp guarded policy . f TipSrSTipTar "
p+q  nondeterministic choice SKA axioms for ||
p-q ordered composition rlialn SKA-PRL-Assoc qllp  SKA-Pri-Comm
pllg  parallel composition =plig+pllr  SKA-PRLDisT =p SKA-ONE-PRL
Pig  sequetial composition i)y = (<y)i(pllg)  SKAPRi-Seo ollp=o0 SKA-ZERO-PRL
Basic actions reos= [1reo+[r]0»0 SKA axioms for -
Guarde [tlp== [t]0o»0-p (p-qr=p-(q-r) SKA-ORD-Assoc SKA-ONE-ORD
Test semantics . p-(g+r)=p-g+p-r SKA-Orp-DisT-L SKA-ORD-ONE
th € M(BP)— {T, L
0 ! bha & ! (tha\bAb<a) v (b (p+q)-r=p-r+q-r SKA-Orp-DiST-R SKA-ZERO-ORD
a Da (tac{t'Da, with O is either A or (x3p)-(y59) = (x-3);(p-q) SKA-OrD-SeQ SKA-ORD-ZERO
Boolean axioms (in addition to monotone axioms)
(p) € M(BP) - P(M(BP) x M(BP)) Boor-Ong-U
(oda = 0 (tAt)¥b=twbAt Wb BooL-Conj-U-Dist
(1)a = {0s<a} BooL-CONJ-SUBSET ) = tybv ¢ wb  Boor-Disy-U-Dist
T . [{o=a\r} ifrCaand{tha=T bvb =bUY  BooLDisjU
freola =
! 1 0 otherwise Network axioms
“”P* ‘; ‘j N ‘“"P‘“ : V"‘ “,“ [tlreo-[]F»o =[tA(Wn]ive iff=rwr'andé=0wo’  NeT-ORD
pligla = ((p)ll(g))a [r>oll []1F > o =[(twr)A(fwn]irs iff=rwrandé=owo  Ner-Pr
Multi-round semantics Single round axioms
M(BP) — P(M(BP))
M(BP) — P(M(BP)), where © 2 b [110»0=1 SwOns @lp) -l <@-l¢ q) Sr-Exc
2 - [bAtlr» (rub)Atlreo SR-CAN
N [0r>0=0 SrZero
[treo+[tlrro=[tviireo Sr-PLus

aand (tha=T
otherwise

mlia

13/16




BellKAT at a glance

Syntax
Nodes
Bell pairs
Multisets
Tests

Atomic actions

Policies
Basic actions
Guarde
Test semantics
[}
a
in
(0
(1)a
([t]r > o)a
(p+q)a
(p-qa
(pllgha

Multi-round semantics

N:= ABC,
N-N
bpi}
no test
multiset absence
AL conjunction
tvie  disjunction
twb  multiset union
Oamxy:== [treo
P3pgu= 0 abort
1 skip or no-round
7 atomic action
reo basic action
[tlp  guarded policy
p+q  nondeterministic choice
pq ordered composition
pllg  parallel composition
piq  sequential composition
P Kleene star
reou= [1reo+[r]0» 0
[tlp== [t10»0-p
M(BP) - {T, 1}
(tha\bAbCa)V (bla

M(BP) = P(M(BP) x M(BP))
0
{0v<a}
[ {oma\r} ifrcCaand(tha="T
1 o otherwise
(phau(g)a
((p)-(qb)a
(el (gb)a
M(BP) = P(M(BP))
M(BP) — P(M(BP)), where o w, ~

Jba

tba (thacr{t'ba, with O is either

aand (tha=T
otherwise

mlia

KA axioms
(p+q)+r=p+(q+r) KA-Prus-Assoc pil=p KA-SEQ-ONE
prq=q+p KA-PLus-Comm 1Lp=p KA-ONE-SEQ
p+0=p KA-PLUS-ZERO 0;p=0 KA-ZERO-SEQ
pp=p KA-PLus-Ipem pi0=0 KA-SEQ-ZERO
(psa)sr=pilg;r) KA-SEQ-Assoc 1+p;p*=p* KA-UNroLL-L
pi(g+r)=piq+p;r  KA-SEQ-DisT-L pir<r=ptirs<r KA-Lrp-L
(p+q);ir=p;r+q;r  KA-SeQ-DisT-R 14p*ip=p* KA-UNROLL-R
rip<rsript<r KA-Lrp-R

SKA axioms for |

plialln  SKA-PRi-Assoc gllp  SKA-Pri-Comm

=pllg+pllr  SKA-Pr-Dist =p SKA-ONE-PRL

Gip) i (yig) = (xlly);(pllq) SKA-Pr-SEQ ollp=o SKA-ZERO-PRL
SKA axioms for -

(p-g)-r=p-(qg-r)  SKA-Orp-Assoc SKA-ONE-ORD
p-(@+r)=p-q+p-r SKA-Orp-DisT-L SKA-ORD-ONE
(p+q)-r=p-r+q-r SKA-ORD-DIST-R SKA-ZERO-ORD

(x;p) - (y;9)=(x-y);(p-q) SKA-ORD-SeQ SKA-ORD-ZERO

Boolean axioms (in addition to monotone axioms)

Boow-ONE-U
BooL-CoNJ-SuBsET

bvb =bUY  BooLDisjU
Network axioms

[treo-[]F > o =[tA(FUN]ins

[Hr>oll []1F > o = [(tWr)A(ConlFrs  iff

Single round axioms

[1]0»0=1 SrOne
[0]r>0=0 Sk-Zro

(tAr)9b=twb At Wb Boow-Conj-U-DisT
(tvt)wb=twbvt wb Boor-Disj-U-DisT

iff=rwrandé=o0wo  NET-OrD
rorandé=owo  Ner-PRL

@lp) @ld)<@-l@ -9 Sr-Exc
[bAtlreo=[(rUb)Atlreo SR-CAN
[treo+[tlrro=[tviireo Sr-PLus
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BellKAT at a glance

Syntax
Nodes N:= ABC,
Bell pairs N~N
Multisets bpi} KA axioms
Tests no test (p+q)+r=p+(g+r)  KA-Prus-Assoc pil=p KA-SEQ-ONE
b ’”“JN;U: ’./;b‘smu' prq=q+p KA-PLus-Comm 1ip=p KA-ONE-SEQ
tAt conjunction
tve disjunction p+0=p KA-Prus-ZErRO 0;p=0 KA-Zero-SEQ
twb  multiset union p+p=p KA-PLus-Ipem pi0=0 KA-Seo-Zero
,-\m;:v:; (‘n(hun» > /\ v ’\y’\r >0 o (Piq)ir=pilg:r) KA-SEQ-Assoc T+pip*=p” KA-UnrorL-L
’ 1 skip or no-round pi(g+r)=piq+p;r  KA-SEQ-DisT-L pir<r=ptirs<r KA-Lrp-L
7 atomic action (p+q)ir=pir+qir  KASeQ-DisT-R 14+p*ip=p* KA-UnroL-R
reo basic action >
pS<r=ript< KA-Lrp-R
[tlp guarded policy . f TipSrSTipTar "
p+q  nondeterministic choice SKA axioms for ||
p-q ordered composition rlialn SKA-PRL-Assoc qllp  SKA-Pri-Comm
pllg  parallel composition =plig+pllr  SKA-PRLDisT =p SKA-ONE-PRL
Pig  sequetial composition i)y = (<y)i(pllg)  SKAPRi-Seo ollp=o0 SKA-ZERO-PRL
Basic actions reos= [1reo+[r]0»0 SKA axioms for -
Guarde [tlp== [t]0o»0-p (p-qr=p-(q-r) SKA-ORD-Assoc SKA-ONE-ORD
Test semantics . p-(g+r)=p-g+p-r SKA-Orp-DisT-L SKA-ORD-ONE
th € M(BP)— {T, L
0 ! bha & ! (tha\bAb<a) v (b (p+q)-r=p-r+q-r SKA-Orp-DiST-R SKA-ZERO-ORD
a Da (tac{t'Da, with O is either A or (x3p)-(y59) = (x-3);(p-q) SKA-ORD-SEQ SKA-ORD-ZERO
Boolean axioms (in addition to monotone axioms)
(p) € M(BP) - P(M(BP) x M(BP)) Boor-Ong-U
(oda = 0 (tAt)¥b=twbAt Wb BooL-Conj-U-Dist
(1)a = {0s<a} BooL-CONJ-SUBSET ) = tybv ¢ wb  Boor-Disy-U-Dist
T . [{o=a\r} ifrCaand{tha=T bvb =bUY  BooLDisjU
freola =
! 1 0 otherwise Network axioms
“”P* ‘; ‘j N ‘“"P‘“ : V"‘ “,“ [tlreo-[]F»o =[tA(Wn]ive iff=rwr'andé=0wo’  NeT-ORD
pligde = ((p)ll(g))a [r>oll []1F > o =[(twr)A(fwn]irs iff=rwrandé=owo  Ner-Pr
Multi-round semantics Single round axioms
M(BP) — P(M(BP))
M(BP) — P(M(BP)), where © 2 b [110»0=1 SwOns @lp) -l <@-l¢ q) Sr-Exc
2 - [bAtlr» (rub)Atlreo SR-CAN
N [0r>0=0 SrZero
[treo+[tlrro=[tviireo Sr-PLus

aand (tha=T
otherwise

mlia
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BellKAT at a glance

Syntax
Nodes N:=:= ABC,
Bell pairs BP 3 bp N~N
Multisets M(BP) 3 ab,r,0:= {bpy,...bp} KA axioms
Tests T3tt o= no test (p+q)+r=p+(g+r)  KA-PLus-Assoc KA-SEQ-ONE
multiset absence _
1734 conjunction pPra=qtp KA-PLus-Cont KA-Oz-Sne
' disjunction p+o=p KA-PLUs-ZERO KA-ZERo-S5Q
multiset union pp=p KA-PLus-Ipem KA-SeQ-ZeRro
Atomic actions M5 mxy = Piqir=pilg:n) KA-SEQ-Assoc KA-UnroLL-L
Policies P3pgu= abort
- P »’k:/v or no-round pilgtn=piqrpir  KASsoDwrL Ka-Lrr-L
. atomic action (p+q);r=pir+q;r  KASeo-DisT-R KA-UnroLL-R
,‘ >‘ 3 ))u\‘n‘;uj!mn[ KALrp-R
tlp  guarded policy )
p+q  nondeterministic choice SKA axioms for ||
2 SKA-PrL-Assoc SKA-PriL-Comm
-] SKA-PRL-DIsT SKA-ONE-PRL
Network axioms
P i) = (xlly);(pllg) SKA-Pr-SeQ SKA-ZERO-PRL
ey , , N N ioms for -
[t]r »o- [t ]r >0 = [t A (I k’:)r)]r » 0 (p-9)-r=p-(g-r)  SKA-Omp-Assoc SKA-ONE-ORD
. ~g+p-r SKA-Orp-DisT-L SKA-ORD-ONE
oy / ! ’ a8 & -r+q-r SKA-ORD-DIsT-R SKA-ZERO-ORD
gr') A (' wr)] o
[t]r > o ” [t ]r > 0 = [(t U r A t U r)ir» 0 x-y);(p-q) SKA-OrD-SEQ SKA-ORD-ZERO

an axioms (in addition to monotone axioms)

(p) € M(BP) — P(M(BP) x M(BP)) Twb=1 BooL-ONE-U : X
(0)a 0 L, (tAt)wb=twbAt Wb BooL-Conj-U-DisT
(1da * {0a bAber)=b  BoowConSUBSET )y yypy i ub BoowDisy-U-DisT
([l > . [ {owa\r} ifrCaand{tha="T bvb =bub BooL-Disj-U -
reoda = |
o 0 otherwise Network axioms
“/),f ‘; {j{ N “"'P“’ : V‘f “f’ [tlreo-[]F»o =[tA(Wn]ire iff=rwrandé=owo  NeT-ORD
\,,quu = (lp 7))a [tlr> ol [t']r >0 =[(twr)A('wr)]Frd)| iff=rwrandé=owo NET-PRL
Multi-round semantics Single round axioms
pl € M(BP) - P(M(BP)
w]i € M(BP) — P(M(BP ere ¢ m LS ') - )< (p- ' q Sr-Exc
[«] R M(BF £ (M(BP)), where & 2 [10»0=1 SwONe @lp)-@lid)<@-al @ q) §
[pla i l@lia Ol »o0=0 Skzemo [bAtlreo=[(rub)Atlreo Sr-CAN
lelra = o (et = [reo+[Flrwo=(tvelreo SrPLUS
[ielr > ojia = otherwise
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Formal results

Definition 4.7 (Normal form of policies). A policy p is in normal form if it is a finite sum, s.t. every
summand has a unique (r, 0) pair with the corresponding t in canonical form w.rt. rand t # r:

p=2[t]r>o

PROPOSITION 4.1 (SOUNDNESS AND COMPLETENESS). Let p, q be single round policies. Then p and q
are provably equivalent by the BellKAT axioms if and only if (p)) = (q).

THEOREM 4.2 (SOUNDNESS AND COMPLETENESS W.R.T. STANDARD INTERPRETATION). Policies p,q
are equal under the standard interpretation if and only if they are provably equivalent using Bell[KAT’s
axioms. That is, I(p) = I(q) if and only if - p = q.

THEOREM 4.3 (SOUNDNESS OF MULTI-ROUND POLICIES). If policies p, q € P are equivalent under
BellKAT’s axioms, then their denotational semantics coincide. That is, + p = g = [p] = [q]-
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Decidability

THEOREM 4.4. If p and q are valid policies with respect to Ny C N, then [[p] =, [q] is decidable.
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Reachability property: Does protocol p always or never generate an entangled pair A~E

piIHA~EY » fA~E} =x,p  OF  pi[A~E}]0 > 0 =y, p
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Decidability

THEOREM 4.4. If p and q are valid policies with respect to Ny C N, then [[p] =, [q] is decidable.

Reachability property: Does protocol p always or never generate an entangled pair A~E

piIHA~EY » fA~E} =x,p  OF  pi[A~E}]0 > 0 =y, p

Verify more protocol properties with the BellKAT artifact!
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 BellKAT — language to specify quantum networks based on a novel algebraic structure
+ Soundness and completeness of BellKAT’s axioms w.r.t. their corresponding semantics
» Decidability result for checking semantic equivalence of quantum network protocols

* Prototype tool for automated reasoning about protocols
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 BellKAT — language to specify quantum networks based on a novel algebraic structure
+ Soundness and completeness of BellKAT’s axioms w.r.t. their corresponding semantics
» Decidability result for checking semantic equivalence of quantum network protocols

* Prototype tool for automated reasoning about protocols

THANK YOU!
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Expressing failures
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Expressing failures

r>o+r>0 2 reo+fail(r)

Distill {A~D,A~D} > {A~D} + {A~D,A~D} > () on input { :

succeed : A~D D~E D~E
/N :

input : A~D A~D  D~E D~E
fail : 0 D~E D~E
/N :

input : A~D A~D  D~E D~E

Bell pairs: consumed, produced and untouched

A~E

A

A~E

A~E

A~E
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Single round protocols

Parallel composition
SW(A~B @QR) | tr(B~R—R'~R) || sW(B~C @QR’) acts on {A~R, B~R, B~R,B~R', C~R',A~B}

A~R B~R B~R B~R’ C~R' A~B

Bell pairs
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Single round protocols

Parallel composition
SW(A~B @QR) || tr(B~R—R'~R) || sW(B~CQR’) acts on {A~R, B~R, B~R,B~R', C~R',A~B}
(a~B)

ANB

The order of basic actions is independent for this input multiset, thus:
SW(A~BQR) - tr(B~R— R'~R) - sSW(B~C QR’) = sw(A~BQR) || tr(B~R— R'~R) || sw(B~C QR’)

Bell pairs: consumed, produced and untouched
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Parallel composition vs. ordered composition

SW(A~B@QR) || tr(B~R— R'~R) || sW(B~C QR')

A~R B~R A~R B~R' C~R' A~B

Bell pairs: and consumed, produced
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Parallel composition vs. ordered composition
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Parallel composition vs. ordered composition
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Parallel composition vs. ordered composition
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Parallel composition vs. ordered composition

W(A~B QR) - tr(B~R— R'~R) - SW(B~C QR’)
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Parallel composition vs. ordered composition

W(A~B QR) || tr(B~R— R'~R) || sSW(B~C QR’)

B @ 6o

Bell pairs: consumed, produced and untouched
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Verification - properties with a classical analogoue

* Reachability. Will the execution of our protocol generate A~C?
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Verification - properties with a classical analogoue

* Reachability. Will the execution of our protocol generate A~C?
» Waypoint Correctness. Does our protocol ever perform a swap at node B?

« Traffic (Protocol) Isolation. Can we prove non-interference in a composition of
Protocols I and 1I?

« Compilation. Can we ensure correct compilation to individual devices?
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Verification - properties specific to quantum

* Resource Utilization. What is the number of required memory locations and
communication qubits? For how many rounds must a Bell pair wait in the memory?
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Verification - properties specific to quantum

* Resource Utilization. What is the number of required memory locations and
communication qubits? For how many rounds must a Bell pair wait in the memory?

 Quality of Service. Do the generated Bell pairs have the required fidelity or capacity?
« Compilation. Can we minimize the number of accesses to the network global state?
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Repeater with classical
and quantum capabilities

Quantum capable
end node

—
| T

Quantum channel

Classical channel

%  Quantum source

What/Key service:
providing communication
services to distributed
quantum applications

How: end-to-end
| Bell pair distribution?
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Repeater with classical
and quantum capabilities

Quantum capable
end node

(¢
| @

Quantum channel

Classical channel

%  Quantum source

What/Key service:
providing communication
services to distributed
quantum applications

How: end-to-end
| Bell pair distribution?
secure communication
secure quantum
computing in the cloud

clock synchronization
password identification
position verification

quantum computing
clusters

'[Kozlowski, Wehner NANOCOM 2019], 2[RFC 9340 IRTF-QIRG 2023] 16/16



Bell pair generation: Protocol I

A (O Bell pair

— Physical path
O Node

— Transmission

C~R'
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Bell pair generation: Protocol I, round 1

) (O Bell pair
“1 ' — Physical path
; (O Node
O} - - - Transmitted link
1
] 1
f
@\
1 1
1 B~R
0
‘] C~R'
I' 1

@ C 16/16



Bell pair generation: Protocol I, round 2

A (O Bell pair
; ' — Physical path
; ) (O Node

O] o - - - Transmitted link

) 2 — Swapped link
1
] 1
B:{
q B~B
1 1
1 B~R'

2 (Rj B~C

1 C~R'

o

-
-
)

c c~C 16/16



Bell pair generation: Protocol 11

C~C,

®

O Bell pair
— Physical path
(O Node
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Bell pair generation: Protocol II

A (O Bell pair

— Physical path
O Node

— Transmission

B~B

C~R'

C=C; 16/16




Bell pair generation: Protocol II, round 1

) (O Bell pair

' ' — Physical path

; (O Node
] - - - Transmitted link
(B) 1 1 ~(R~R

1 C~R'

@ C 16/16




Bell pair generation: Protocol II, round 2

) (O Bell pair
“1 ' — Physical path
; O Node
D) - - - Transmitted link
* — Swapped link
1 ~(R~R
R~C
C~R'
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