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NetKAT expression p⋆ is encoding network’s behavior
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.Artwork by Sandbox Studio, Chicago with Ana Kova

’spooky action at a distance’
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Bell pair: maximally entangled quantum bits

fundamental unit in quantum networks

consists of two quantum bits (qubits): R∼B is
a Bell pair distributed between nodes R and B

no headers: control information needs to be
sent via separate classical channels

Buckley et al. Algebraic Specification of Quantum Networks QuNet 2023 5 / 19



1

Quantum network:
providing communication

services to distributed
quantum applications

1W. Kozlowski and S. Wehner: Towards Large-Scale Quantum Networks. NANOCOM (2019)
2IRTF, QIRG: Architectural Principles for a Quantum Internet. RFC 9340 (2023)
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services to distributed
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Bell pair generation: Protocol I, round 1
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Bell pair generation: Protocol I, round 2
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Bell pair generation: Protocol II
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Bell pair generation: Protocol II, round 3
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Specification: Protocol I and Protocol II generating A∼C
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(tr⟨A→A∼R⟩∥tr⟨B→B∼R⟩∥tr⟨B→B∼R′⟩∥tr⟨C→C∼R′⟩); (tr⟨A→A∼R⟩∥tr⟨B→R∼R′⟩∥tr⟨C→C∼R′⟩);
(sw⟨A∼B@R⟩ ∥ sw⟨B∼C @R′⟩); sw⟨C∼R@R′⟩;
sw⟨A∼C @B⟩ sw⟨A∼C @R⟩
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Basic action r ▷ o

r ▷ o :M(BP)→ M(BP)×M(BP)

a 7→
{

o ▷◁ a\r if r ⊆ a
∅ ▷◁ a otherwise

▷◁ : pair of multisets of Bell pairs
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Basic action

r ▷ o :M(BP)→ M(BP)×M(BP)

a 7→
{

o ▷◁ a\r if r ⊆ a
∅ ▷◁ a otherwise

Swap action sw⟨A∼B@R⟩
{{A∼R,B∼R}} ▷ {{A∼B}} acting on a = {{A∼R,A∼R,B∼R,B∼R,A∼B}}

A∼R B∼R A∼R B∼R A∼B
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Basic actions

swap sw⟨A∼B@C⟩ ≜ {{A∼C,B∼C}} ▷ {{A∼B}}
transmit tr⟨A→B∼C⟩ ≜ {{A∼A}} ▷ {{B∼C}}
create cr⟨A⟩ ≜ ∅ ▷ {{A∼A}}
wait wait⟨r⟩ ≜ r ▷ r

fail fail⟨r⟩ ≜ r ▷ ∅

Probabilistic basic actions

r ▷ o + r ▷ ∅ ≜ r ▷ o + fail⟨r⟩

IRTF, QIRG: Architectural Principles for a Quantum Internet. RFC 9340 (2023)
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Probabilistic basic actions

Example (Distillation is inherently probabilistic.)

di⟨A∼R⟩ ≜ {{A∼R,A∼R}} ▷ {{A∼R}}+ {{A∼R,A∼R}} ▷ ∅

A∼R

A∼R A∼R

B∼R

B∼R

B∼R

B∼R

A∼B

A∼Binput a :

succeed :

∅

A∼R A∼R

B∼R

B∼R

B∼R

B∼R

A∼B

A∼Binput a :

fail :

Bell pairs: consumed, produced and untouched
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Protocols

p, q ::= 0 | 1 | r ▷ o | p + q | p · q | p ∥ q | p; q | p⋆
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Protocols

p, q ::= 0 | 1 | r ▷ o | p + q | p · q | p ∥ q | p; q | p⋆
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Single round protocols

Parallel composition
sw⟨A∼B@R⟩ ∥ tr⟨B∼R→R′∼R⟩ ∥ sw⟨B∼C @R′⟩ acts on {{A∼R,B∼R,B∼R,B∼R′,C∼R′,A∼B}}

A∼R B∼R B∼R B∼R′ C∼R′ A∼B

The order of basic actions is independent for this input multiset, thus:
sw⟨A∼B@R⟩ · tr⟨B∼R→R′∼R⟩ · sw⟨B∼C @R′⟩ = sw⟨A∼B@R⟩ ∥ tr⟨B∼R→R′∼R⟩ ∥ sw⟨B∼C @R′⟩

Input Bell pairs
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Verification - properties with a classical analogoue

Reachability. Will the execution of our protocol generate A∼C?

Waypoint Correctness. Does our protocol ever perform a swap at node B?

Traffic (Protocol) Isolation. Can we prove non-interference in a composition of
Protocols I and II?

Compilation. Can we ensure correct compilation to individual devices?
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Verification - properties specific to quantum

Resource Utilization. What is the number of required memory locations and
communication qubits? For how many rounds must a Bell pair wait in the memory?

Quality of Service. Do the generated Bell pairs have the required fidelity or capacity?
Compilation. Can we minimize the number of accesses to the network global state?

Thank you!
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